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Abstract

Cybersecurity education involves teaching abstract and technically complex
concepts such as malware behavior, network vulnerabilities, encryption, and
cyberattacks. Because these processes are not directly observable, educators
frequently rely on metaphorical vocabulary (e.g., “virus,” “firewall,” “attack,”
“hacker,” “backdoor”) to support learner understanding. This study explores how
metaphorical language influences threat perception and conceptual development in
cybersecurity education. Using cognitive linguistic theory and qualitative literature
analysis, the paper examines how metaphors shape mental models of cybersecurity
threats. Findings indicate that metaphorical framing improves comprehension,
supports memory retention, and facilitates engagement; however, it may also lead to

distorted risk perception and oversimplified mental models of cybersecurity

systems. The study concludes that effective cybersecurity education requires
ced use of metaphor and technical explanation to ensure both accessibility and

ywords: cybersecurity education, metaphorical vocabulary, cognitive
linguistics, threat perception, mental models, digital literacy

Cybersecurity has become a fundamental component of modern digital
literacy. As individuals increasingly rely on digital systems for communication,

finance, healthcare, and education, understanding cyber threats is essential.

However, cybersecurity concepts are often abstract, invisible, and highly technical,
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making them difficult for learners to understand without supporti
strategies.

Cybersecurity has become a fundamental component o
literacy. As individuals increasingly rely on digital systems for communicat
finance, healthcare, and education, understanding cyber threats is essential.
However, cybersecurity concepts are often abstract, invisible, and highly technical,
making them difficult for learners to understand without supportive instructional
strategies.

In today’s interconnected world, almost every activity generates digital data,
from sending emails and using social media to online banking and remote learning.
This high level of digital dependence has significantly increased exposure to cyber
risks such as phishing attacks, identity theft, ransomware, data breaches, and social
engineering. As a result, cybersecurity knowledge is no longer limited to IT
professionals; it has become an essential life skill for all digital users.

One of the main challenges in cybersecurity education is that most threats
cannot be physically seen or easily observed. Unlike traditional subjects that deal
with tangible objects, cybersecurity involves invisible processes such as data
encryption, network traffic, system vulnerabilities, and malicious code execution.
This invisibility makes it difficult for learners to form clear mental models of how
cyber systems operate and how attacks occur.

Additionally, many cybersecurity concepts are highly technical and require
prior knowledge of computer systems, programming logic, and networking
principles. For example, understanding how a firewall filters packets or how
tion algorithms secure data transmission involves abstract reasoning that can
ging for beginners. Without proper scaffolding, learners may struggle to
eoretical knowledge with real-world applications.

To address these difficulties, educators often use instructional strategies such
as metaphorical vocabulary, visual simulations, real-life case studies, and problem-
based learning. These approaches help simplify complex ideas and make abstract

cyber processes more understandable. For instance, comparing malware to
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biological viruses or describing unauthorized access as a “break-i
relate cybersecurity concepts to familiar experiences.

Moreover, the increasing frequency and severity of cybera
importance of cybersecurity awareness training in schools, universities, ant
workplaces. Developing digital literacy now includes not only the ability to use
technology but also the ability to recognize threats, evaluate risks, and respond
appropriately to cyber incidents.In addition, cybersecurity is closely connected with
risk management. Organizations must continuously assess vulnerabilities in their
systems and evaluate potential threats in order to reduce exposure to attacks. As
cyber threats evolve rapidly, cybersecurity is not a one-time solution but an ongoing
process that requires constant monitoring, updating, and adaptation.

To bridge this gap, educators widely use metaphorical vocabulary. Terms
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such as “firewall,” “virus,” “worm,” “Trojan horse,” and ‘“cyber attack™ are
borrowed from physical, biological, and military domains to describe digital
phenomena. These metaphors help learners conceptualize complex processes in
more familiar terms.
For example:

A “virus” suggests self-replicating harmful behavior similar to

biological infection.

A “firewall” implies a protective barrier that blocks external threats.

A “Trojan horse” represents hidden malicious content disguised as

legitimate software.
According to cognitive linguistics, metaphors are not only linguistic tools but
ognitive mechanisms that structure human thinking. Therefore, metaphorical
y does not simply describe cybersecurity—it actively shapes how learners
yber threats.
This article investigates how metaphorical language influences threat
perception and learning outcomes in cybersecurity education.

Cognitive linguistics explains metaphor as a mapping between a source
domain (concrete experience) and a target domain (abstract concept). Lakoff and
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Johnson (1980) argue that human thought Is fundamentally metaph
we understand abstract ideas through familiar physical experienc

For instance:

CYBERSPACE IS A PHYSICAL SPACE
CYBERATTACK IS WAR
DATA IS APHYSICAL OBJECT

These conceptual metaphors shape how learners interpret cybersecurity
systems.

Research in technical communication shows that metaphors are essential for
explaining complex systems. In cybersecurity, metaphors simplify abstract
processes such as encryption, intrusion detection, and malware propagation.

George Lakoff and Mark Johnson emphasize that metaphorical thinking is not
decorative but foundational to reasoning.

Similarly, studies in information security education show that metaphor-based
instruction improves comprehension, especially for beginners who lack technical
background knowledge.

Cybersecurity learners often develop “mental models” based on metaphors.
These models help them understand how systems work but may also introduce
misconceptions.

For example:

If a firewall is seen as an “absolute wall,” learners may underestimate
internal threats.
If a virus is seen as “biological infection,” learners may assume
identical spread patterns.
neier (2015) argues that cybersecurity metaphors often oversimplify
| behavior, which in reality is dynamic, adaptive, and system-based.
s study uses a qualitative interpretive approach based on:
Analysis of cognitive linguistics literature
Review of cybersecurity education research
Examination of metaphor usage in instructional materials

Theoretical interpretation of classroom examples
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The study focuses on:
Types of metaphors used in cybersecurity education
Their influence on learner perception and understan
Pedagogical benefits and risks
Metaphors strongly shape how learners emotionally and cognitively |
cyber threats.
For example:
Virus metaphor — increases perception of danger and uncontrollable
spread
Attack metaphor — frames cybersecurity as intentional aggression
Firewall metaphor — creates belief in strong boundary protection
These interpretations influence decision-making in security behavior,
including password management, system updates, and risk awareness.
Task: Analyze cybersecurity metaphors
Students are given terms:
Virus
Firewall
Trojan horse
Hacker
They answer:
What real-world concept does the term come from?

How does it help understanding?

Where does the metaphor fail?
Example analysis:
Firewall
Helps visualize protection
Suggests total security, which is misleading
Trojan horseExplains hidden threat entry
Does not reflect automated digital exploitation
. Virus
Explains replication
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Ignores intentional programming and network complexity

This activity develops both cybersecurity literacy and critic

The findings demonstrate that metaphorical vocabulary
pedagogical tool. It enhances understanding of abstract cybersecurity concep
can also distort perception if not critically examined.

From a cognitive perspective, metaphors function as mental scaffolds that
help learners construct initial understanding. However, as learners advance, these
scaffolds must be replaced or refined with technical accuracy.

Effective cybersecurity education should therefore follow a staged approach:

Introductory stage: heavy use of metaphors
Intermediate stage: mixed metaphor + technical explanation
Advanced stage: reduced metaphor use, focus on system accuracy

This aligns with constructivist learning theory, where knowledge is
progressively refined through experience and conceptual restructuring.

Metaphorical vocabulary plays a crucial role in cybersecurity education by
making abstract concepts more understandable and engaging. However, metaphors
also shape threat perception in ways that may lead to oversimplification or
misunderstanding.

To ensure effective learning, educators should use metaphors as entry points
rather than final explanations. Combining metaphorical framing with technical
instruction allows learners to build accurate and functional mental models of

cybersecurity systems.

Ultimately, balanced metaphor use enhances both conceptual understanding
bersecurity awareness in modern digital education.

ersecurity is essential in the modern digital world because it protects
information, ensures system reliability, and prevents cybercrime. As
technology continues to develop, cybersecurity becomes increasingly important for
Individuals, organizations, and governments.
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